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Abstract geneouenvironments [3]. Finally, next-generation distributed
applications such as video-on-demand and teleconferencing

Distributed object computing forms the basis for nexfaqyire Quality of Service (QoS) guarantees for latency, band-
generation application middleware. At the heart of distributegfiji, and reliability [4].

object computing are Object Request Brokers (ORBS), whickA
automate many tedious and error-prone distributed program, |
ming tasks. Like many other distributed applications, coflaar
ventional ORBs use statically configured software desigﬂah
which are hard to maintain, port, and optimize. Likewis he
conventional ORBs cannot be extended without modifyi

their source code, which forces recompilation, relinking, a gi

restarting “‘”’?‘”9 ORBs and their gssgciated application o /are automates common network programming tasks such as
JeCtS.' This artlclg mgkes two contrlbutlons to the SFUdy of %ject location, object activation, parameter marshaling, fault
tensible and maintainable ORB middleware. First, it presen) §overy and security. At the heart of DOC middleware are

a case study of key design pgtterns needed to develop O cht Request Broket©RBs), such as CORBA [5], DCOM
that can be dynamically configured and evolved for speci Aﬁr

key software technology supporting these trenddiss

ted object computing (DOC) middlewar®OC middle-

e facilitates the collaboration of local and remote applica-
components in heterogeneous distributed environments.
goal of DOC middleware is to eliminate many tedious,
or-prone, and non-portable aspects of developing and main-
ning distributed applications. In particular, DOC middle-

T . s and Java RMI [7].
application requirements and system characteristics. Seco . . . .
. . ; his article describes hodesign patternsan be used to de-

we quantify the impact of applying patterns to reduce the com- . X )
lexity and improve the maintainability of common ORB tas&/glopdynamlcally'cor'lflgurablé)RB mlddleware that.can' be
P eXtended and maintained more easily than conventitaét
cally configuredniddleware. Generally defined, a pattern rep-
resents a recurring solution to a software development problem
within a particular context [8]. Patterns help to alleviate the
Four trend haping the fut ¢ ial soft ontinual re-discovery and re-invention of software concepts

our trends are shaping the future of commercial Software gy components by documenting proven solutions to standard

velopment.. F'rSti_thf_ soﬁ¥vare mdutsthr); 'f mO\t/.lng aW?y frOgbftware development problems [9]. For instance, patterns are
programmingapplications from scratch tategratingapplica- ,qaf| for documenting the structure and participants in com-

tions using reusable components [1] such as ActiveX and J communication software micro-architectures like Reac-

Belans. S(;cond, th?re 'S tﬁr%qt dem?nddietrlbunon tech- tors [10], Active Objects [11], and Brokers [12]. These pat-
nologysuch as remote method invocation or message-orie s are generalizations of object-structures that have been

middleware that simplifies application collaboration Withiﬂsed successfully to build flexible and efficient event-driven

and across enterprises [2]. Third, there are increasing effort%tl(gj concurrent communication software such as ORBS
define standard software infrastructures such as CORBA t a{.o focus the discussion, this article presents a case study

allow applications to interwork seemlessly throughloeitero- that illustrates how we have applied pattems to devalog

*This research is supported in part by grants from Boeing, NSF grﬁj@E ORB(TAO) [13]. TAO isf?‘fr?ely aYailable: highly eXt'en‘
NCR-9628218, Siemens, and Sprint. sible ORB targeted for applications with real-time quality of
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service (QoS) requirements. These applicationsinclude avi@fient: This program entity performs application tasks by
ics mission computers [14], telecommunication switch maobtaining object references to servants and invoking opera-
agement systems [10], and electronic medical imaging stiens on the servants. Servants can be remote or co-located rel-
tems [15]. A novel aspect of TAO is its extensible desigative to the client. Ideally, accessing a remote servant should
which can be customized dynamically to meet specific apglie as simple as calling an operation on a local objeet,
cation QoS requirements and network/endsystem charactaligect->operation(args) . Figure?? shows the com-
tics. ponents that ORBs use to transmit requests transparently from
The remainder of this article is organized as follows: Segient to servant for remote operation invocations.
tion 2 gives an overview of CORBA and TAO; Section 3 mo-
tivates the need for dynamic configuration and describes (DBB Core: When a client invokes an operation on a servant,
patterns that resolve key design challenges faced when detve-ORB Core is responsible for delivering the request to the
oping and maintaining extensible ORBs; Section 4 evaluaggsvant and returning a response, if any, to the client. For ser-
and quantifies the contribution of patterns to ORB middlewargints executing remotely, a CORBA-compliant [5] ORB Core
and Section 5 presents concluding remarks. communicates via the Internet Inter-ORB Protocol (IIOP), a
version of the General Inter-ORB Protocol (GIOP) which runs
atop the TCP transport protocol. An ORB Core is typically

2 QOverview of CORBA and TAO implemented as a run-time library linked into client and server
applications.

2.1 Overview of the CORBA ORB Reference ORB Interface: An ORB is a logical entity that may be im-

Model plemented in various way®.g, one or more processes or a
CORBA Object Request Brokers (ORBs) allow clients to iset o_f libraries. To decoup_lg applicatigns from implemgntation
voke operations on distributed objects without concern for: 9€tails, the CORBA specification defines an abstract interface

for an ORB. This ORB interface provides standard operations
e Object location: CORBA objects can be located locallyjhat convert object references to strings and back, creates argu-

with the client or remotely on a server, without affecting thefipent lists for requests made through the Dynamic Invocation
implementation or use; Interface (DII) described below, as well as others.

e Programming language: The languages supported byDMG IDL Stubs and Skeletons: IDL stubs and skeletons
CORBA include C, C++, Java, Ada95, COBOL, anderve as a “glue” between the client and servants, respectively,
Smalltalk, among others. and the ORB. Stubs provide a strongly-typstdticinvocation
interface (SllI) that marshals application data into a common
e OS platform:  CORBA runs on many OS platforms, inpacket-level representation. Conversely, skeletons demarshal
cluding Win32, UNIX, MVS, and real-time embedded syghe packet-level representation back into typed data that is
tems like VxWorks, Chorus, and LynxOS. meaningful to an application. An IDL compiler automatically

c icati tocol dint ts: Th transforms OMG IDL definitions into an application program-
¢ Lommunication protocols and interconnects. 1he com- ming language like C++ or Java. IDL compilers eliminate

munication protocols and interconnects that CORBA can ry : :
X mmon sources of network programming errors and provide
oninclude TCP/IP, IPX/SPX, FDDI, ATM, Ethernet, Fast Ethé o P g' .g. . b
pportunities for automated compiler optimizations [16].

ernet, and embedded system backplanes.

Qynamic Invocation Interface (DII): The DIl allows a
client to access the underlying request transport mechanisms
provided by the ORB Core. The DIl is useful when an ap-
plication has no compile-time knowledge of the interface it
Figure??illustrates the following components, all of whichg accessing. The DIl also allows clients to maleferred
are composed to provide the transparency above: synchronousalls, which decouple the request and response
. . . ortions of twoway operations to avoid blocking the client un-
Servant:  This component implements the operations d [ the servant responds. In contrast, Sl stubs support only

fined by an OMG Interface Definition Language (IDL) in: : |
terface. In languages like C++ and Java that support objetovf:éz\;v;)ilo(lr;g" requestresponse) and onewsg.(request only)

oriented (OO) programming, servants are implemented us:..gTh oG o standardis o thod i i
one or more objects. A servant is identified bydkgect refer- © IS clrently standaralzing an asynchronolis metod invocation

. . . - . interface, as well.
ence which uniquely identifies the servant in a server process.

e Hardware: CORBA shields applications from difference
in hardware such as RISC vs. CISC instruction sets.
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in args

Dynamic Skeleton Interface (DSI): The DSl is the server’s e
analogue to the client’s DII. The DSI allows an ORB to delive CLIENT operation()
requests to a servant that has no compile-time knowledge out args + return value
A
RIDL ORB QoS

the IDL interface it is implementing. Clients making request
RIDL v
SKELETON|
REAL-TIME
STUBS INTERFACE ( A(]))?ETC;R

need not know whether the server ORB uses static skeletc
Object Adapter: An Object Adapter associates a servan
with an ORB, demultiplexes incoming requests to the se
vant, and dispatches the appropriate operation upcall on tt ‘5‘&%‘@% m

SERVANT

or dynamic skeletons.

servant. Recent CORBA portability enhancemefisigfine
the Portable Object Adapter (POA), which supports multipl:
nested POAs per ORB.

OS KERNEL OS KERNEL
REAL-TIME 1/0 REAL-TIME 1/0
SUBSYSTEM SUBSYSTEM
HIGH-SPEED HIGH-SPEED
NETWORK ADAPTERS, NETWORK ADAPTERS,

The TAO project focuses on the following topics related o Figure 1: Components in the TAO Real-time ORB
real-time CORBA and ORB endsystems:

2.2 Overview of TAO

o Identifying enhancements to standard ORB specifi¢aR€al-time Object Adapter and ORB Core: In addition
tions, particularly OMG CORBA, that will enable ap_to associating servants with the ORB and demultiplexing in-
plications to specify their QoS requirements concisely §Ming requests to servants, TAO's Object Adapter (OA) im-
ORB endsystems [17]. plementation dispatches servant operations in accordance with

various real-time scheduling strategies such as Rate Mono-

e Empirically determining the features required to builghnic and Earliest Deadline First [13].

real-time ORB endsystems that can enforce determin- o ,
istic and statistical end-to-end application QoS guarghORB QoS Interface: Applications can use TAO's QoS
tees [13]. interface to map real-time processing requirements to ORB

endsystem/network resources. Common real-time processing

e Integrating the strategies for I/O subsystem architectuigguirements include end-to-end latency bounds and periodic

and optimizations [18] with ORB middleware to providgcheduling deadlines. Common ORB endsystem/network re-

end-to-end bandwidth, latency, and reliability guaranteggurces include CPU, memory, network connections and stor-
to distributed applications. age devices.

e Capturing and documenting the key design patterns [19keal-time I/0 subsystem: TAO's real-time 1/O subsystem
necessary to develop, maintain, configure, and extgftorms admission control and assigns priorities to real-time
real-time ORB endsystems. I/0 threads so that the schedulability of application compo-

nents and ORB endsystem resources can be guaranteed.

The focus of this article is on design patterns for developing, . ) )
extensible ORB middleware. e~ High-speed network adapters: TAO's /O subsystem

. . . __contains a “daisy-chained” interconnect comprising a number
fac-:reA(z) 'Z;Tir?RSBsiggqsyféﬁqnmﬁigggaa'?zt?forztmog%ﬁer_”'\" Port Interconnect Controller (APIC) chips [21]. APIC
 OP gsy ! P ' designed to sustain an aggregate bi-directional data rate of

middleware components and features shown in Figure 1. T, : .
is based on the standard OMG CORBA reference model, WI% Gbps. However, TAO also runs on conventional real-time

. . I tterconnects such as VME backplanes and multi-processor
the following enhancements designed to overcome the Shgbéred memory environments

comings of conventional ORBs for high-performance and rea

time applications: ) ) i ) .
To expedite our project goals, and to avoid re-inventing ex-

« Real-time IDL Stubs and Skeletons: In addition to mar- 1Sting components, we based TAO on SunSoft IIOP, which is

shaling and demarshaling of operation parameters, A8 dreely availablé reference implementatiqn of.the Internet
Real-time IDL (RIDL) stubs and skeletons are responsigfer-ORB Protocol (IIOP). SunSoft [IOP is written in C++
for ensuring that application timing requirements are specifleszeeﬂp:,mp_Omg_org,pub,imerop, for the source code.
and enforced end-to-end [20].




and provides many features of a CORBA ORB. However, Suthat use the ORB components, and executed in one or more
Soft IIOP has the following limitations: OS processes.

_ Although this separation of concerns can simplify applica-
',I&aCk of key ORB featurez. Although SunSloft IIOP pro- sion development, it can also yield inflexible and inefficient
vides an ORB Core, a robust IIOP protocol engine, and;gyjications and middleware architectures. The primary rea-
DIl and DSI |mplementat|on, it lacks an IDL compiler, aon is that conventional ORBs can only be configustdi-
Interface Repository, and a Porta'\bk'e Object Adapter (Po&tlly at compile-time and link-time by ORB developers, rather
TAO implements many of these missing features and also Qs 4ynamicallyat installation-time or run-time by applica-

vi_des seyeral new features such as real-time scheduling 95'9 developers. Statically configured ORBs have the follow-
dispatching mechanisms [13]. ing drawbacks [23, 22]:

e Lack of portability:  Like most communication software nflexibility: ~ Statically-configured ORBs tightly couple
SunSoft1lOP is directly programmed with low-level networksach componentmplementationwith the configurationof

ing and OS APIs such as socketglect , and POSIX internal ORB components,e., which components work to-
Pthreads. In addition to being tedious and error-prone, thg&%er and how they work together. As a result, extending
APls are not portable across OS platforms; many operatiigtically-configured ORBs requires modifications to existing
systems like Win32 and VxWorks, lack features like Pthrea@%urce code, which may not be accessible to app”ca’[ion de-
Section 3.3.1 illustrates how we used the Wrapper Facade pafopers.

tern [8] to improve TAO's portability. Even if source code is available, extending statically-
« Lack of configurability:  Like many ORBs and other rnid_conflgured ORBs requires recompilation and relinking. More-

dleware, SunSoft IIOP istaticallyconfigured, which makes it OVer, any currently executing ORBs and their associated ob-
' ) Mgcts must be shutdown and restarted. This static reconfigu-

ration process is not well-suited for application domains like

iolated a key design goal of TAO, namelynamicadaptation . . S
v ydesign g y ! prat l_)ecom call processing that require Z4 availability.

to diverse application requirements and system environmefit
Sections 3.3.7, 3.3.6, and 3.3.8 explain how we used the Atefficiency: Statically-configured ORBs can be inefficient,
stract Factory [8], Strategy [8], and Service Configurator [2Bdth in terms of space and time. Space inefficiency can stem if
patterns to simplify the configurability of TAO for differentunnecessary components are always statically configured into
use-cases. an ORB. This can increase the ORB’s memory footprint, forc-
ing applications to pay a space penalty for features they do
not require. Overly large memory footprints are particularly
problematic for embedded systems, such as cellular phones or
8Elecom switch line cards.
ime inefficiency can stem from restricting an ORB to use
tically configured algorithms or data structures for key pro-
sing tasks. This can make it hard for application developers
to customize an ORB to handle new user-cases. For instance,
real-time avionics mission computing systems [14] can instan-

. . . tiate all their servants off-line. These systems can benefit from
3 Usmg Patterns to Build an Extensible an ORB that uses perfect hashing [24] to demultiplex incom-
ORB Middleware ing requests to servants. However, ORBs that are configured

statically to use a general-purpose, “one-size-fits-all” demulti-

3.1 Why We Need Dynamically Configurable plex strategy will not perform as well for mission computing
Middleware systems.

e Lack of software cohesion: Like many applications, Sun-
Soft IIOP focuses on solving a specific problara,, imple-
menting an ORB Core and an IIOP protocol engine. It
complish this using a tightly-coupledd-hocimplementation
that hard-codes key ORB design decisions. Sections 3.&
and 3.3.6 explain how we used Abstract Factory and Strat
to decrease coupling and increase cohesion in TAO.

A key motivation for ORB middleware is to offload complex In theory, the drawbacks with static configuration described
distributed system infrastructure tasks from application devebove arenternalto ORBs and should not affect application
opers to ORB developers. In this model, ORB developelsvelopers directly. In practice, however, application devel-
are responsible forimplementing reusable middleware comppers are inevitably affected since the quality, portability, us-
nents that handle common tasks such as interprocess comahility, and performance of the ORB middleware is reduced.
nication, concurrency, endpoint demultiplexing, schedulintherefore, an effective way to improve ORB extensibility and
and dispatching. These components are typically compiledintainability is to develop ORB middleware that cardye
into a run-time ORB library, linked with application object®amically configured



Dynamic configuration enables the selective integrationtofextend the ORB without requiring access or changes to the
customized implementations for key ORB strategies suchaagginal source code.

communication, concurrency, demultiplexing, scheduling, and

dispatching. This allows ORB developers to concentrate This section describes patterns that we have applied to enhance

the functionality of ORB components, without committingthe extensibility of TAO along each dimension outlined above.

themselves prematurely to a specifionfigurationof these

components. Moreover, dynamic configuration enables > patterns for Improving ORB Extensibility

plication developers and ORB developers to make these deci-

sions very late in the design lifecycleg,, at installation-time This section uses TAO as a case study to illustrate how patterns

or run-time. can help application developers and ORB developers build,
maintain, and extend communication software by reducing the

e DLLs coupling between components. The patterns described in this

|

section are not limited to ORBs or communication middle-
profile; | ware, however. They have been applied in many other commu-

pication ap.plic.ation dpmain; including telecom call process-
ing and switching, avionics flight control systems, multimedia

profile3 |0 |econferencing, and distributed interactive simulations.

Figure 3 illustrates the patterns used to develop an extensi-
ble ORB architecture for TAO. It is beyond the scope of this

SERVICE SERVANT
CONFIGURATOR

CLIENT
@ rosix, winsz, RTOSs, MVS

Figure 2: Dimensions of ORB Extensibility ABSTRACT

O
R

FACTORY

Figure 2 illustrates the following key dimensions of ORB STRATEGY ACTIVE

extensibility: . OBJECT
o . . THREAD-SPECIFIC

1. Extensibility to retargeting on new platforms: which STORAGE
requires that the ORB be implemented using modular com{ CONNECTOR ACCEPTOR
ponents that shield it from non-portable system mechanism REACTOR
such as those for threading, communication, and event demul-
tiplexing. OS platforms like POSIX, Win32, VxWorks, and WRAPPER FACADES
MVS provide a wide variety of system mechanisms. 0S KERNEL 0S KERNEL
2. Extensibility via custom implementation strategies: O C )

which can be tailored to specific application requirements. For
instance, ORB components can be customized to meet pe-

riodic deadlines in real-time systems. Likewise, ORB com- d i h in detail di Il th
ponents can be customized to account for particular syst%‘?ﬁt'on to describe each pattern in detail or to discuss all the

characteristics, such as the availability of asynchronous oPgterns used within TAO. Instead, our_goal Is to focus on .th_e
high-speed ATM networks. key patterns and show how they can improve the extensibil-

ity, maintainability, and performance of complex ORB mid-
3. Extensibility via dynamic configuration of custom dleware. The references point to additional material on each

strategies: which takes customization to the next level bpattern.
dynamically linking only those strategies that are necessaryhe intent and usage of these patterns are outlined below:

for a specific ORB “personality.” For example, different ap- ) . L
plication domains, such as medical systems or telecom calf Wrapper Facade patter: which simplifies the OS

processing, may require custom combinations of concurrerﬁgem programming interface by combining multiple related
scheduling, or dispatch strategies. Configuring these strate{iesSystem calls like the socket API or POSIX Pthreads into
dynamically from DLLs can (1) reduce the memory footpril‘fphes've OO abstractions [8]. TAO uses this pattern to avoid

of an ORB and (2) make it possible for application developdfslious, non-portable, and non-type-safe programming of low-
level, OS-specific system calls.

Figure 3: Relationships Among Patterns Used in TAO



The Reactor pattern: which provides flexible event demul-forces unresolved. In addition, we describe which patterns re-
tiplexing and event handler dispatching [10]. TAO uses théslve these forces and illustrate how TAO implements these
pattern to notify ORB-specific handlers synchronously wheatterns to create an extensible and maintainable real-time
I/O events occur in the OS. The Reactor pattern drives 1D&B.

main event loop in TAO’s ORB Core, which accepts connec-

tions and receives/sends client requests/responses. 3.3.1 Encapsulate Low-level System Mechanisms with

The Acceptor-Connector pattern: which decouples GIOP the Wrapper Facade Pattern

protocol handler initialization from the ORB processing taskgontext: One role of an ORB is to shield application-
performed once initialization is complete [25]. TAO uses thigpecific servants from the details of low-level systems pro-
pattern in the ORB Core on servers and clients to passivglamming. Therefore, ORB developers, rather than applica-
and actively establish GIOP connections that are independgsit developers, are responsible for tedious, low-level tasks
of the underlying transport mechanisms. like demultiplexing events, sending and receiving requests
from the network, and spawning threads to execute requests

ncurrently. Figure 4 illustrates a common approach used by

nSoft IIOP, which is programmed internally using system
Is like socketsselect , and POSIX Pthreads directly.

The Active Object pattern: which supports flexible con-
currency architectures by decoupling request reception fr
request execution [11]. TAO uses this pattern to facilitate t
use of multiple concurrency strategies that can be configured
flexibly into its ORB Core at run-time.

SunSoft IIOP's ORB Core

The Thread-Specific Storage pattern: which allows mul-

tiple threads to use one logically global access point to re-
trieve thread-specific data without incurring locking overhead .0
for each access [26]. TAO uses this pattern to minimize lock POSIX & |[Bfer e BSD Socket Other OS

Macros

contention and priority inversion for real-time applications. I Sockets . (oo System Calls

gettimeofday(),
selec‘to, etc.

pthread_create() socket(), bind()J

} pthl;‘ead_mutex_* ‘recvo, send() |

The Strategy pattern: which provides an abstraction for se- Figure 4: SunSoft IlOP Operating System Interaction
lecting one of several candidate algorithms and packaging it

into an object [8]. This pattern is the foundation of TAO’s e>¥5 blem:  Developi ORB is difficult. It i
tensible software architecture and makes it possible to conéi%)i em: ~Developing an IS dimicutt. ‘TLis even more

ure custom ORB strategies for concurrency, communicati cultif developers must wrestle with low-level system APIs
scheduling, and demultiplexing ’ written in languages like C, which often causes the following

problems:
The Abstract Factory pattern: which provides a single o orp developers must have intimate knowledge of

factory that builds related objects. TAO uses this pattern ﬁPany OS platforms: Implementing an ORB using system-
consolidate its dozens of Strategy objects into a manageghlg| Apis forces developers to deal with the non-portable, te-
number of abstract factories that can be reconfigerechasse dious, and error-prone OS idiosyncrasies such as using un-
into clients and servers conveniently and consistently. T%ed socket handles to identify communication endpoints.
components use these factories to access related strat§@igover, these APIs are not portable across OS platforms.
without explicitly specifying their subclass name [8]. For example, Win32 lacks Pthreads and has subtly different

The Service Configurator pattern:  which permits dynamic Semantics for sockets asdlect

run-time configuration of abstract factories and strategies in am Increased maintenance effort: Many ORBs handle
ORB [22]. TAO uses this pattern to dynamically interchangsrtability variations via explicit conditional compilation di-
abstract factory implementations in order to customize OR&ctives in ORB source code. Using conditional compilation
personalities at run-time. to address platform-specific variatioasall points of usen-
creases the complexity of the source code, as shown in Sec-
. tion 4. For instance, it is hard to maintain and extend SunSoft
3.3 How to Resolve ORB Design c:I‘]a”eﬂge%IOP since platform-specific details are scattered throughout

with Patterns the ORB implementation files.

In the following, we outline the forces that underlie the main e Inconsistent programming paradigms: System mech-

design challenges related to developing extensible and mainisms are accessed through C-style function calls, which
tainable ORBs. We also explain how the absence of theseise an “impedance mismatch” with the OO programming
patterns in conventional ORBs like SunSoft IIOP leaves thestgle supported by C++, the language used to implement TAO.



How can we avoid accessing low-level system mechanis&18.2 Demultiplexing ORB Core Events using the Reac-
when implementing an ORB? tor Pattern

Solution — the Wrapper Facade pattern: An effective Context: An ORB Core is responsible for demultiplexing
way to avoid accessing system mechanisms directly is to /6 events from multiple clients and dispatching their asso-
the Wrapper Facade pattetnThis pattern is a variant of theciated event handlers. For instance, a server-side ORB Core
Facade pattern [8]. The intent of the Facade pattern is to sligtens for new client connections and reads/writes GIOP re-
plify the interface for a subsystem. The intent of the Wrapp@wests/responses from/to connected clients. To ensure respon-
Facade pattern is more specific: it provides type-safe, mogiyeness to multiple clients, an ORB Core uses OS event de-
lar, and portable class interfaces that encapsulate lower-led@ltiplexing mechanisms to wait for CONNECTION, READ,
stand-alone system mechanisms such as sockelsgt , and WRITE events to occur omultiple socket handles.
and Pthreads. In general, the Wrapper Facade pattern shé@dmon event demultiplexing mechanisms incladiect
be applied when existing system-level APIs are non-portalitForMultipleObjects , /0 completion ports, and
and non-type-safe. threads.

Figure 6 illustrates a typical event demultiplexing se-
Using the Wrapper Facade patternin TAO:  TAO accesses guence for SunSoft 1lOP. Inl), the server enters its event
all system mechanisms via the wrapper facades provided by

ACE [27]. ACE is an OQ framework that |mplen.1en.ts core APPLICATION SERVANT
concurrency and distribution patterns for communication soft- "

. ‘RUN EVENT LOOP 7 UPCALL
ware. It provides reusable C++ wrapper facades and frame- :
work components that are targeted to developers of high-
performance, real-time applications and services across a wide OBJECT S DISPATCH
range of OS platforms, including Win32, most versions of 2:GETREQUEST  ADAPTER |

UNIX, and real-time operating systems (like VxWorks, Cho-
rus, and LynxOS).

Figure 5 illustrates how the ACE C++ wrapper facades
improve TAO's robustness and portability by encapsulating
and enhancing native OS concurrency, communication, mem-

3:BLOCK FOR CONNECTION 6: INCOMING
MESSAGE

server

ory management, event demultiplexing, and dynamic linking endpoints
mechanisms with type-safe OO interfaces. The OO encap-
4: select()
TAO's ORB Core
‘ Figure 6: SunSoft IIOP Event Loop
spawn() open(), | dlopen()
i close(), handle_events() disym() . .
GaCE NAO reev), sendg "y v loop by @) calling get _request on the Object Adapter.
FACADES THREAD | | SOCKETS/| | SELECT/ | |DYNAMIC The get request method then ) calls class method
WRAPPERS TLI 10 COMP LINKING . .
block _for _connection on the server _endpoint
rosix & TR communication  VIRTUAL which manages all aspects of server-side connection manage-
Win32 [ SUBSYSTEM SUBSYSTEM ment, ranging from connection establishment to GIOP proto-

SERVICES

col handling. The ORB remains blocke#) pnselect until
Figure 5: TAO’'s Wrapper Facade Encapsulation an /O event such as a connection or a client request occurs.
When arequest event occubspck _for _connection de-

sulation provided by ACE alleviates the need for TAO to afaultiplexes that request to a specierver _endpoint

cess the weakly-typed system mechanisms directly. TherefGf¥! ©) dispatches the event to that endpoint. The GIOP En-
C++ compilers can detect type system violations at compi@® in the ORB Core therf] retrieves data from the socket
time rather than at run-time. ACE wrapper facades use c33d passes it to the Object Adapter, which demultiplexesiit, de-
features to eliminate performance penalties that would oth@@rshals it, and7) dispatches the appropriate method upcall
wise be incurred from its additional type-safety and layer it the user-supplied servant.

abstraction. For instance, inlining is used to avoid the ov@&roblem: Many ORB Core implementations tightly bind
head of calling small method calls. Likewise, static methotleemselves to a single mechanism for demultiplexing events.
are used to avoid the overhead of passinbia pointer to Relying on one event demultiplexing mechanism is undesir-
each invocation. able, however, since no single mechanism is the most efficient




ports are very efficient on Windows NT, whereas synchronous 1 RUN EVENT LOOP
threads are the most efficient demultiplexing mechanism on
VxWorks. [

on all platforms. For instance, asynchronous 1/0O completion APPLICATION (:)SERVANT
5:UPCALL

In addition, many ORB Core implementations tightly cou-
ple their event demultiplexing code with the code that per-
forms GIOP protocol processing. For instance, the event de-
multiplexing logic of SunSoft IIOP is not a self-contained
component. Instead, it is closely intertwined with subsequent

OBJECT ACTIVE OBJECT MAP
ADAPTER 4: DISI;ATCH

processing of client request events by the Object Adapter Connection

and IDL skeletons. Therefore, SunSoft 1IOP’s demultiplex- Handler |

ing code cannot be reused as a blackbox component by sim- [ C‘[’ﬁ‘l‘l‘:’i‘;’“

ilar communication middleware applications such as HTTP 2: select() = Connection

servers [28] or video-on-demand applications. Moreover, if
new ORB strategies for threading or Object Adapter request
scheduling algorithms are introduced, substantial portions Ofjgre 7: Using the Reactor Pattern in TAO’s Event Loop
the the SunSoft IOP ORB Core must be re-written.

How then can an ORB implementation render itself inde-
pendent of a specific event demultiplexing mechanism and 4glapter demultiplexes the request to the appropriate upcall
couple its demultiplexing code from its handling code? ~ method on the servant ang) dispatches the upcall.

The Reactor pattern enhances the extensibility of TAO by

Solution — the Reactor pattern: An effective way to re- decoupling the event handling portions of its ORB Core from
duce coupling and increase the extensibility of an ORB Cate underlying OS event demultiplexing mechanisms. For
is to apply theReactor patterf10]. This pattern supportsexample, théVaitForMultipleObjects event demulti-
synchronous demultiplexing and dispatching of multgdent plexing system call is used on Windows NT, whersalect
handlers which are triggered by events that can arrive concig-used on UNIX platforms. Moreover, the Reactor pattern
rently from multiple sources. The Reactor pattern simplifiggmplifies the configuration of new event handlers. For in-
event-driven applications by integrating the demultiplexing efance, adding a ne@ecure _Connection _Handler that
events and the dispatching of their corresponding event hperforms encryption/decryption of all traffic does not affect
dlers. In general, the Reactor pattern should be applied wiies implementation of the Reactor. Finally, unlike the event
an application like an ORB Core must handle events from mdemultiplexing code in SunSoft 1IOP, which is tightly cou-
tiple clients concurrently, without commiting itself to a singleled to one use-case, the ACE implementation of the Reactor
low-level mechanism likselect . pattern [9] used by TAO has been applied in many other OO

Itis important to note that applying the Wrapper Facade patent-driven applications ranging from HTTP servers [28] to
tern is not sufficient to resolve the problems outlined aboveal-time avionics infrastructure [14].
For instance, while a wrapper facade &#lect may im-
prove ORB Core portability somewhat, this pattern does n98 3 Managing Connections in an ORB Using Acceptor-
resolve the need to completely decouple the low-level event  connector Pattern

demultiplexing logic from the higher-level client request pro-
cessing logic in the ORB Core. Context: Connection management is another key respon-

sibility of an ORB Core. For instance, an ORB Core
Using the Reactor pattern in TAO: TAO uses the Re- that implements the IIOP protocol must establish TCP con-
actor pattern to drive the main event loop within its ORBections and initialize the protocol handlers for each IIOP
Core, as shown in Figure 7. A TAO servet) (initi- server _endpoint . The reason the CORBA architecture
ates an event loop in the ORB CoreReactor , where localizes the connection management logic in the ORB Core
it (2) remains blocked orselect until an 1/O event oc- is to allow application-specific servants to focus solely on pro-
curs. When a GIOP request event occurs, Reactor  cessing client requests.
demultiplexes the request to the appropriate event handleAn ORB Core is notimited to running over IIOP and TCP
which is the GIOPConnection _Handler that is associ- transports, however. For instance, while TCP can transfer
ated with each connected socket. Reactor (3) then calls GIOP requests reliably, its flow control and congestion control
Connection _Handler::handle Jdnput , which @) dis- algorithms may preclude its use as a real-time protocol. Like-
patches the request to the Object Adapter. Finally, the Objetse, it may be more efficient to use shared memory as the

Handler

3: handle_input()



transport mechanism when clients and servants are co-locaigdition, the tight coupling of SunSoft IIOP to the socket
on the same endsystem. Thus, an ideal ORB Core mustABd makes it hard to change the underlying transport mech-
flexible in its support of multiple transport mechanisms.  anism. For instance, changing the transport to use shared
memory requires re-working bottlient _endpoint and

Problem: Well-designed ORBs explicitly decouple the con- ;
server _endpoint components, as well as the low-level

nection managemen't tasks performed by an ORB Core fr&p{bP—related routines, because all of these focus on socket
the request processing performed by an application serv%nt.

However, many ORBs still implement thaitternal connec- escriptors. Thus, porting its ORB Core to new networks such

tion management activities in an inflexible and non-extensibia ATM or different network programming APIs like TLI is

) o : . mTrusive and time consuming.
manner. For instance, it is common practice to implemen

ORB connection management using low-level network APIs2. Too inefficient: Many internal ORB strategies can be
like sockets. Likewise, it is also common practice to tightgptimized by allowing both ORB developers and application
couple the connection establishment protocol with the coffevelopers to select appropriate implementations late in the
munication protocol. design cyclee.g, after extensive run-time performance profil-
Figure 8 illustrates the connection management structurdigf. For example, a multi-threaded real-time client may need

SunSoft IIOP. This design hard-codes connection manageniertore connection endpoints in thread-specific storage to re-
duce lock contention and overhead. Similarly, the concurrency

strategy for a server might specify that each connection should
run in its own thread to eliminate per-request locking over-
head. However, SunSoft IOP makes it difficult to accommo-
date efficient new strategies since its connection management
strategies are hard-coded and tightly bound with its other in-
5: read()/write() ternal ORB strategies.

1: lookup()

client

endpoint endpoint

x endpoint .
endpoint 3: select() How then can an ORB Core’s connection management com-

ponents support multiple transports and allow connection-
related behaviors to be (re)configured flexibly late in the de-
velopment cycle?

listener

client N
endpoint

endpoint

4: accept()
Solution — the Acceptor-Connector pattern: An effective
way to increase the flexibility of ORB Core connection man-
Figure 8: Connection Managementin SunSoft IOP  agement and initialization is to apply tieceptor-Connector
pattern[25]. This pattern decouples connection initialization
to use the socket network programming API and also tighthym the tasks performed once a connection endpoint is initial-
couples the TCP/IP connection establishment protocol wiled. TheAcceptor componentin the pattern is responsible
the GIOP communication protocol. for passivenitialization, i.e., the server-side of the ORB Core.
There are two drawbacks to this commonly used design:Conversely, the&Connector component in the pattern is re-

1. Too tightly coupled: The client-side of SunSoft ”OPsponsibIe foractive initialization, i.e., the client-side of the
implements a hard-coded connection caching strategy 4B Core. In general, the Acceptor-Connector pattern should
uses a linked-list oflient _endpoint  objects. As shown be applleq when client/server mlddlgware must allow erX|pIe
in Figure 8, this list is traversed to find an unused endpofiftfiguration of network programming APIs and must main-
whenever {) client _endpoint:lookup is called. If t@in proper separation of initialization roles.
no unusectlient _endpoint to the server is in the cacheUsing the Acceptor-Connector patternin TAO: TAO uses
a new connection?j is initiated; otherwise an existing conthe Acceptor-Connector pattern in conjunction with the Re-
nection is reused. Likewise, the server-side uses a linkaxlor pattern to handle setup of connections for GIOP/IIOP
list of server _endpoint objects to generate the read/writeommunication. Within the client ORB Core CGonnector
bitmasks required by the3) select event demultiplexing initiates connections to servers in response to a method in-
mechanism. This list maintains passive connection endpowtgation or explicit binding to an remote object. Within the
that @) accept connections and)(receive requests fromserver ORB Core, one or moAgceptor s creates a GIOP
clients connected to the server. Connection Handler to service each new client connec-

Because its data structures and algorithms are closelytion. Acceptor sandConnection _Handler sboth derive
tertwined, changing any of the steps described above frem Event _Handler , which enable them to be dispatched
quires substantial alteration of SunSoft IOP’s ORB Core. &utomatically by &Reactor .



TAO’s Acceptors andConnectors can be configured 3.3.4 Simplifying ORB Concurrency using the Active
with any transport mechanisms, such as sockets or TLI, pro-  Object Pattern

vided by the ACE wrapper facades. In addition, TAoéontext: Once the Object Adapter has dispatched a client

Acceptor and Connector can be imbued with customr t o th ronriat vant th rvant executes the r
strategies to systematically select an appropriate concurrer?égjeS 0 he appropriate servant, the Servant executes the re
guest. Execution may occur in the same thread of control as

mechanism, as described in Section 3.3.4. the Connection Handler that received it. Conversely,
Figure 9 illustrates the use of Acceptor-Connector strafecution may occur in a different thread, concurrent with
gies in TAO's ORB Core. When a clientl) invokes a Other request executions. The CORBA specification does not
address the issue of concurrency within an ORB or a servant,
leaving the decision to ORB developers.
It is important to develop efficient concurrent ORBs. For

1: operation DRE 0] 6: DISPATCH instance, concurrency allows long-running tasks to execute si-
multaneously without impeding the progress of other tasks.
5: ReQuEsT/ | Connel - o - Likewise, preemptive multi-threading is crucial to minimize
Connection RESPONSE Hang - I Connection . . .
Handler anl = o ndler the dispatch latency of real-time systems [14]. Concurrency is
often implemented via the multi-threading capabilities avail-
o N 4: CREATE & able on OS platforms. For instance, SunSoft lIOP supports the
two concurrency architectures shown in Figure 10: a single-
Concurrency : . .
Cached Strategy threaded Reactive architecture and a thread-per-connection ar-
Connect chitecture.
Strategy Strategy|
Acceptor]
2: connect() 3: accept()

Strategy
Connech Reactor _'2 select() —>

1 R R |2:N()||F!

Figure 9: Using the Acceptor-Connector Pattern in TAO's server server
Connection Management endpoint endpoint

select() >
| 2: NOTIFY

7
server server
endpoint endpoint
i

3:READ

remote operation, it makes eonnect call through the
Strategy _Connector . The Strategy _Connector

(2) consults its connection strategy to obtain a connection. |
this example the client uses a caching connection strategy th
recycles connections to the server. Thus, it only creates new
connections when all existing connections are already in use.

This strategy minimizes connection setup time, thereby reduc- ) )
ing end-to-end request latency. SunSoft IIOP’s reactive concurrency architecture uses

select  within a single thread to dispatch each arriv-

In the server-side ORB Core, thReactor notifies ing request to an individuaserver _endpoint object,
TAO’s Strategy -Acceptor to (3) accept newly con- which subsequently reads the request from the appropri-
nected clients and createonnection _Handlers . The ate OS kernel queue. Inl), a request arrives and is
Strategy _Acceptor delegates the choice of concurrenayueued by the OS. Themselect fires, @) notifying the
mechanism to one of TAO's€oncurrencystrategies €.g, associatedserver _endpoint of a waiting request. The
reactive, thread-per-request, thread-per-connection, thresetver _endpoint finally (3) reads the request from the
per-priority, etc.) described in Section 3.3.4. Once queue and processes it.
Connection _Handler is activated 4) within the ORB  In contrast, SunSoft IIOP’s thread-per-connection architec-
Core, it performs the requisite GIOP protocol processb)g ture executes eacberver _endpoint in its own thread
on a connection and ultimately dispatchés the request to of control, servicing all requests arriving on that connection
the appropriate servant via the Object Adapter. within its thread. After a connection is establishedlect

Figure 10: SunSoft IIOP Concurrency Architectures
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waits for events on the connection’s descriptor. WhBrré- Solution — the Active Object pattern:  An effective way to
guests are received by the OS, the thread perforsehect increase the portability, correctness, and extensibility of ORB
(2) reads one from the queue ang) (hands it off to a concurrency strategies is to apply tAetive Object pattern
server _endpoint for processing. [11]. This pattern provides a higher-level concurrency archi-
cture that decouples the thread that initially receives and pro-

Problem: In many ORBSs, the concurrency architecture 1§ . ;
sses a client request from the thread that ultimately executes

programmed directly using the OS platform’s multi-threadi
API. For instance, SunSoft IIOP uses the POSIX Pthredd§ redauest

API. However, there are several drawbacks to this approach: While Wrapper Facadeprovide the genesis for portability,
they are simply thin veneers over the low-level system mech-

 Non-portable: Threading APIs tend to be Veryanisms. Moreover, a facade’s behavior may still vary from
platform-specific. Even industry standards such as POS§jitform to platform. Therefore, the Active Object pattern de-
Pthreads are not available on many widely-used OS platforifiges a higher-level concurrency abstraction that shields TAO
including Win32 and VxWorks. Not only is there no direcfom the complexity of low-level thread facades. By raising
mapping between APIs, but there is no clear mapping of fuie |evel of abstraction for ORB programmers, the Active Ob-
tionality. For instance, POSIX Pthreads supports thread caftt pattern makes it easier to define more portable, flexible,
cellation, whereas Solaris threads do not. Moreover, Winggq easy to program ORB concurrency strategies.
has a thread termination API, but the documentation strongly, general, the Active Object pattern should be used when
recommendsiot using it since it does not release thread rgp, gpplication can be simplified by centralizing the point
sources on exit. Moreover, Pthreads itself is highly nojnere concurrency decisions are made. This pattern gives
portable since many UNIX vendors implement different vegrayelopers the ability to insert decision points — such as
sions of the standard. whether or not to spawn a thread-per-connection or a thread-

e Hard to program correctly: Programming a multi- per-request — between each request’s initial reception and its
threaded ORB is hard since application and ORB developelignate execution.

must ensure that access to shared data is properly serialized in he Active Obi i TAO: TAO
the ORB and in the servants. In addition, the techniques [&ing the Active Ject pattem in ' uses

quired to robustly terminate servants that execute concurrem Active Object pattern to transparently allow a GIOP

in multiple threads are complicated, non-portable, and no(;]_nnectlon Ha_ndler to ex'ecute requests enhegeac—
intuitive. tively by borrowing the Reactor’s thread of controlamtively

by running in its own thread of control. The sequence of steps
e Non-extensible: The choice of an ORB concurrencys shown in Figure 11.

strategy depends largely on external factors like application
requirements and network/endsystem characteristics. For in-
stance, Reactive single-threading is an appropriate strategy for

short duration, compute-bound requests on a uni-processor. If 2a: Task::activate()
these external factors change, however, it is important that Concurrency
an ORB can be extended to handle alternative concurrency Connection Strategy
strategies such as thread-per-request, thread pool, or thread- °
S 2: ACTIVE OR PASSIVE?
per-priority.
When an ORB is developed using low-level threading APIs,
however, it is hard to extend it with new concurrency strate- \
gies without affecting other ORB components. For exam- 1: handle_input()
ple, adding a thread-per-request architecture to SunSoft IIOP
would require extensive changes in order to (1) store the re- 3:SERVICE REQUEST

guest in a thread-specific storage (TSS) variable during proto-

col processing, (2) pass the key to the TSS variable throygyre 11: Using the Active Object Pattern to Structure TAO's

the scheduling and demarshaling steps in the Object Adaptg§ncurrency Strategies

and (3) access the request stored in TSS before dispatching the

operation on the servant. Therefore, there is no easy way %he processing shown in Figure 11 is triggered whsia(

modify SunSoft IOP’s concurrency architecture without draﬁ'eactor notifies theConnection Handler that an 1/O

tically changing its internal structure. event is pending. Based on the currently configured strat-
egy (.9, reactive, thread-per-connection, thread-per-request,

How then can an ORB support a simple, extensible, ), the handler Z) determines if it should be active or

portable concurrency mechanism?

11



passive and acts accordingly. This flexibility is achievesfate, as shown in Figure 12. Therefore, no additional locking
by inheriting TAO’s ORB Core connection handling classés required to access ORB state.

from an ACE base class calléithsk . To process a request

concurrently, therefore, the handler simpBe) invokes the

Task::activate method. This method spawns a ne| THREAD A THREAD B
thread and invokes a standard hook method. Whether ag
or passive, the handler will ultimatel@) process the request 1: ACE_OS::thr_getspecific(key) —
—
. _ o . THREAD-SPECIFIC
3.3.5 Reducing Lock Contention and Priority Inversions OBJECT TABLES
with the Thread-Specific Storage Pattern INDEXED BY KEY

Context: The Active Object pattern allows applications ari
components in the ORB to operate using a variety of cong 2: get_state(key)
rency policies, rather than one enforced by the ORB itself. T
primary drawback to concurrency, however, is the needto s| [ G0
chronize access to shared resources, such as openatwrs Acceptor
anddelete , pointers created by thEORBA::ORBInit
ORB initialization factory, thedcceptor andConnector
described in Section 3.3.3. A common way to achieve this

synchronicity is through the use of mutually-exclusive locksFigure 12: Using the Thread-Specific Storage Pattern TAO
on each resource shared by multiple threads. However, acquir-

ing and releasing these locks can be expensive, often negating

any potential performance benefits of concurrency.

Reactor

ORB THREAD- |
ey  SPECIFIC STATE Connector

3.3.6 Support Interchangeable ORB Behaviors with the

Problem: In theory, multi-threading an ORB can improve Strategy Pattern
performance by eggcuting m_ultiple instructioq S”e.a”.‘s sim ontext: The alternative concurrency architectures de-
taneously. In addition, multi-threading can simplify mternas‘]:ribeol in 3.3.4 are just one of the many strategies that an

ORB design by allowing each thread to execute SynChronOUSxYensibIe ORB like TAO must support. In general, extensi-
rather than reactively or asynchronously. In practice, mu@ : '

e ORBs must support multiple request demultiplexing and
threaded ORBSs often perform no better, or even worse, t feduling strategies in their Object Adapters, as well as mul-

smglg—threqded QRBS due tq (1) acquwmg/releasmg Ioc_ks.ahrﬂjcﬂe connection establishment, request transfer, and concur-
(2) priority inversions that arise when high- and low-priorit

threads contend for the same locks [29]. In addition, mul Ent request processing strategies in their ORB Cores.

threaded ORBs can be hard to program due to the compgkegblem: Conventional ORBs only provide static, non-
concurrency control protocols required to avoid race condixtensible strategies. For instance, the strategies in SunSoft
tions and deadlocks. [IOP are configured in the following ways:

Solution — the Thread-Specific Storage pattern: An ef- e Preprocessor macros: Some strategies are determined
fective way to minimize the amount of locking required to sé@y the value of preprocessor macros. For example, since
rialize access to resources shared within an ORB is to usettiteading is only available on selected platforms, SunSoft
Thread-Specific Storagmattern. This pattern allows multiplellOP uses conditional compilation to select the appropriate
threads in an ORB to use one logically global access podencurrency architecture.

to retrieve thread-specific data without incurring locking over-

head for each access [26]. e Command-line options: Other strategies are controlled

by the presence or absence of flags on the command-line. For
Using the Thread-Specific Storage Pattern in TAO: TAO instance, thet command-line option enables the thread-per-
uses the Thread-Specific Storage pattern to minimize lock céannection concurrency strategy in the SunSoft 11OP ORB
tention and priority inversion for real-time applications. InCore.

ternally, each thread in the TAO stores its ORB Core and

Object Adapter component®.g, Reactor , Acceptor While these two configuration approaches are widely used
Connector , POA in thread-specific storage. When a thread conventional ORBSs, they are very inflexible. For instance,
accesses any of these components, they are retrieved bypreprocessor macros only support compile-time strategy selec-
ing akey as an index into the thread'’s internal thread-specifion, whereas command-line options convey a limited amount

12



of information to an ORB. Moreover, these hard-coded config (B) ACTIVE DEMUXING STRATEGY

uration strategies are completely divorced from any code th

might affect. Thus, ORB components that want to use the:

options must (1) know of their existence, (2) understand the Lz oo

range of values, and (3) provide an appropriate implement [ s 1 AN

tion for each value. These restrictions make it hard to develt

highly extensible ORBs built from transparently configurable [ servase 1] [ seevaxr 2] e [ servant x|

strategies. hash(object key)
How then does an ORB (1) permit replacement of subsets ORB CORE

component strategies in a manner orthogonal and transparc...

to other ORB components and (2) encapsulate the state 4

behavior of each strategy so that changes to one compo

(A) PERFECT HASHING
DEMUXING
STRATEGY

OPERATION1
OPERATION2
OPERATIONK

- X
E E
£ 3]
g g
£ :
& g
- -
5 £
2 >
g

SERVANT1::OPERATION2
SERVANTN::0PERATION]

index(object key)

OBJECT
ADAPTER

Thread- R . Threaded
? . Cached eactive reades
o permeate throughOUt R haphazardly. (S:peclﬁct Connect Concurrency | (Concurrency
. . onnec Strategy Strategy
Solution — the Strategy pattern: An effective way to sup- Strategy Strategy

port multiple transparently “pluggable” ORB strategies is t(
apply theStrategy patterri8]. This pattern factors out simi- Strategy Strategy
larity among algorithmic alternatives and explicitly associate Connector Acceptor
the name of a strategy with its algorithm and state. Moreove
the Strategy pattern removes lexical dependencies on strategy
implementations since applications only access specialized be- . L
haviors through common base class interfaces. In general, the Figure 13: Strategies in TAO
Strategy pattern should be used when an application’s behav-

ior can be configured using multiple strategies that must
interchanged seamlessly.

B?oblem: An undesirable side-effect of using the Strategy
pattern extensively in a complex application like an ORB is
Using the Strategy Pattern in TAO: TAO uses a vari- that maintenance and extensibility become hard to manage for
ety of communication, concurrency, demultiplexing, real-tinige following reasons:

scheduling and dispatching strategies to factor out behaviors
that are typically hard-coded in conventional ORBSs. Seveﬁﬁgr

of these strategies are illustrated in Figure 13. For instance : . .
. . : . eht strategies must act in harmony to provide a comprehen-

TAO supports multiple request demultiplexing strategeeg,( _. ) . . .
.sive solution to particular application domains, such as real-

perfect.ha_shmg vs. active demultlplex!ng [24]) and SChedu_I'ﬂ%e avionics. However, identifying these strategies individu-
strategiesi(e., FIFO vs. rate monotonic vs. earliest deadlin

first [14]) in its Object Adapter, as well as connection mar"ilel—.Iy k?y name requires tedious replacement of selected str'ate-
: . . ies in one domain with a potentially different set of strategies
agement strategies.@, process-wide cached connections V% another domain

thread-specific cached connections) and handler concurrency
strategies€.g, Reactive vs. variations of Active Objects) in ¢ semantic incompatibilities: It is not always possible

its ORB Core. for certain strategies to interact compatibly. For instance,
the FIFO strategy for scheduling requests shown in Table 1
3.3.7 Consolidate ORB Strategies Using the AbstractMight not work with the thread-per-priority concurrency ar-
Factory Pattern ghltecture. The probl.em stems frqm semantlc |ncompat|b|I|-
ties between scheduling requests in their order of aria),
Context: There are dozens of potential strategy variants BiFO queueing, vs. dispatching requests based on their rela-
TAO. Table 1 shows a simple example of the strategies usied priorities, i.e., preemptive priority-based thread dispatch-
to create two configurations of TAO. One is an avionics ajmg. Moreover, some strategies are only useful when certain
plication with hard real-time requirements [14] and the othpreconditions are met. For instance, the perfect hashing de-
is an electronic medical imaging application [15] with higmultiplexing strategy is only feasible for systems that stati-
throughput requirements. In general, the forces that muoatly configure all servants off-line.
be resolved to compose all ORB strategies correctly are the

need to (1) ensure the configuration of semantically compatiyy\ can a highly-configurable ORB reduce the complexi-

ble strategies and (2) simplify the management of a large N required in managing its myriad of strategies, as well as
ber of individual strategies.

Software complexity: ORB source code can become
ed with direct references to strategy types. Many indepen-
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Strategy
Application Concurrency | Scheduling] Demultiplexing | Protocol
Avionics Thread-per-priority Rate-based Perfect hashing VME backplane
Medical Imaging Thread-per-connection FIFO Active demultiplexing| TCP/IP

Table 1: Example Applications and Their ORB Strategy Configurations

enforce semantic consistency when combining discrete stratanption of finite system resources. This is particularly im-
gies? portant for embedded real-time systems that require small

Solution — the Abstract Factory pattern: An effective Memory fogtprints. Likewise, many'applications'can bgnefit
way to consolidate multiple ORB strategies into semantical[yM an ability to extend ORBdynamicallyby allowing their
compatible configurations is to apply tAestract Factory pat- Strategies to be configured at run-time.

tern[8]. This pattern provides a single access point that in{sroplem:  Although the Strategy and Abstract Factory pat-
grates all strategies used to configure an ORB. Concrete Sdbhs make it easier to customize ORBs for specific applica-
classes then aggregate semantically compatible applicatighh requirements and system characteristics, these patterns
specific or domain-specific strategies, which can be replagegh cause the following problems for extensible ORBs:
wholesale in semantically meaningful ways. In general, the

Abstract Factory pattern should be used when an applicatiot High resource utilization: ~ Widespread use of the Strat-

needs to consolidate the configuration of many strategies, e8@¥ pattern can substantially increase the number of strategies
having multiple variations. configured into an ORB, which can increase the system re-

Using the Abstract Factory patternin TAO: All of TAO’s sources requiredto run an ORB.

ORB strategies are consolidated into two abstract factories ime Unavoidable system downtime: If strategies are con-
plemented as Singletons [8]. One factory encapsulates clidigiared statically at compile-time or static link-time using ab-
specific strategies, while the factory shown in Figure 14 estract factories, it is hard to enhance existing strategies or add
capsulates server-specific strategies. These abstract factog@sstrategies without (1) changing the existing source code
for the consumer of the strategy or the abstract factory, (2) re-
compiling and relinking an ORB, and (3) restarting running
ORBs and their application servants.

Thread- | | Concurrency | Thread-

per- Strategy per-
Connection Rate

Medical > soner [0 avionics]  Although it does not use the Strategy pattern explicitly,
Concrete| | FIFO o rerfect || CoRCrete) SyNSoft 1IOP does permit applications to vary certain ORB
Facto Dispatching Hashing Factory . . . .
ry \ / strategies at run-time. However, the different strategies must
Dispatching Demusing be configured statically into SunSoft IIOP at compile-time.
Strategy Strategy Moreover, as the number of alternatives increases, so does the
At X — amount of code required to implement them. For instance,
Demuxing Dispatching Figure 15 illustrates SunSoft IIOP’s approach to varying the
concurrency strategy.

Each area of code that might be affected by the choice
of concurrency strategy is trusted to act independently of

encapsulate concurrency strategies in both the client and Q" areas. This proliferation of decision points adversely
server, and request demultiplexing, scheduling, and dispdfi¢f€ases the complexity of the code, complicating future
strategies in the server. By using the Abstract Factory pattéfiiancement and maintenance. Moreover, the selection of

TAO can configure different ORB personalities convenienﬁk}e data type specifying the strategy complicates integration
and consistently. of new concurrency architectures because the tyjo®I()

would have to change, as well as the programmatic structure,
if (do _thread) then ... else ... , that decodes
the strategy specifier into actions.

In general, static configuration is only feasible for a small,
Context: Although the cost of many resources such as mefixed number of strategies. Using this technique to configure
ory continues to drop, ORBs must still avoid excessive catemplex extensible ORBs complicates maintenance, increases

Figure 14: Factories used in TAO

3.3.8 Dynamically Configure ORBs with the Service
Configurator Pattern
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tories at run-time that contain the desired strategies. TAQO'’s

OBJECT ADAPTER initialization code uses the dynamic linking mechanisms pro-

DEMUXING if /;digi‘;zad’ vidgd py the OS and'encapsulated by the'ACE Wrapperfaca(jes
CODE | else to link in the appropriate factory for a particular use-case. This
// single-threaded design allows applications to select the personality of a partic-

ular ORB at run-time. It also allows TAO’s behavior to be
tailored to specific environments and application requirements
without requiring access to the ORB source code.

Figure 16 shows two factories tuned for different applica-

CONCURRENCY

CODE if (do thread) . . L . . . .
~ ke Tock. .. tion domains — Avionics and Medical Imaging. In this partic-
CONNECTION
MANAGEMENT if (do_thread) bl
CODE loé ]é release TAO Rate-based Imaging | /¢
PROCESS | Dispatching Concrete
Figure 15: SunSoft IOP Hard-coded Strategy Usage Perfoct LDy
Thread-per Hashing
o ) Rate Active FIFO
system resource utilization, and leads to unavoidable sys| | Concurrency / Demuxing Dispatching
downtime to add or change existing components. .
hend . | . d he Avionics
How then oesan QRB Implementation reduce the “over Service P8 e —— Thread-per
large, overly-static” side-effect of the widespread use of tf | L& IHTIA Factory CCOMectlon
Strategy and Abstract Factory patterns? oneurrency

Solution — the Service Configurator pattern: An ef-
fective way to enhance the dynamism of an ORB is to
apply the Service Configurator patterrj22]. This pat- ] . o ) .
tern uses explicit dynamic linking [23] mechanisms to oltlar configuration, the Avionics factory is currently installed
tain, utilize, and/or remove the run-time address bint-the process. Applicatigns using this ORB configuration will
ings of custom Strategy and Abstract Factory objecﬁ§ processed with a particular set of ORB concurrency, demul-
into an ORB at installation-time or run-time. Wideb}iplexing, and dispatching strategies. In contrast, the Medical
available explicit dynamic linking mechanisms include tHg129ing factory resides in a DLL outside of the current ORB
dlopen/disym/diclose functions in SVR4 UNIX [30] Process. To support a different configuration of the ORB this
and the LoadLibrary/GetProcAddress functions in factory could be dynamically installed when the ORB process
the WIN32 subsystem of Windows NT [31]. The ACE wrag$ firstinitialized.
per facades provide a portable encapsulation of these func-
tions. . . .

By using the Service Configurator pattern, thehavior 4 Evaluating the Contribution of Pat-

of ORB strategies are decoupled fromhen implementa- terns to ORB Middleware
tions of these strategies are configured into an ORB. For in-

stance, ORB strat'egies can be linked into an ORB from I.:)Llfﬁble 2 summarizes the mapping between ORB design chal-

El\‘/lt compﬂe;ﬁme, L?stallatlon-gme, tﬂr even du”fngtru.n'tt'r??enges and the patterns we used to resolve these challenges.
oreover, this pattern can reduce the memory T0olpnnt of afjis tapje focuses on the forces resolved by individual pat-

ORB by allowing application developers to dynamically lin rns. However, TAO also benefits from the collaborations

only those strategies that are necessary for a specific ORB Bﬁ’ibngmultiple patterns (shown in Figure 3). For example,
sonality. the Acceptor and Connector patterns utilize the Reactor pat-

In general, the Service Configurator pattern should be u?@ﬁ] to notify them when connection events occur in the OS.

when (1) an appllcatlon wants to conﬁ_gure Its const|tuent Com'Often, patterns must collaborate to alleviate drawbacks that
ponents dynamically and (2) conventional techniques, such as

command-line options, are insufficient due to the number%rlJse from applying them in isolation. For instance, the pri-
Lo plons, ¢ - mary motivation for using the Abstract Factory pattern in TAO
possibilities or the inability to anticipate the range of values

is to avoid the potential complexity created by using the Strat-
Using the Service Configurator pattern in TAO: TAO egy pattern extensively in an ORB. Although the Strategy pat-
uses the Service Configurator pattern to configure abstract taca simplifies the effort required to tailor an ORB for specific

Figure 16: Using the Service Configurator Pattern in TAO
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| Forces Resolving Pattern(s)|  maintained a consistent@). There were two reasons for this
Abstracting low-level system calls Wrapper Facade increase:
ORB event demultiplexing Reactor
ORB connection management | Acceptor, Connector 1. The primary pattern applied in these cases waS\trep-
Efficient concurrency models Active Object per Facade which replaced the low-level system calls
Pluggable strategies Strategy with ACE wrappers but did not factor out common strate-
Group similar initializations Abstract Factory gies; and
Dynamic run-time configuration | Service Configurator

2. SunSoft IIOP did not trap all the error conditions, which

Table 2: Summary of Forces and their Resolving Patterns ~ TAO addressed much more completely. Therefore, the
additional code in TAO is necessary to provide a more
robust ORB.

application requirements and network/endsystem characteris: . . . .

L . S{he most compelling evidence that the systematic applica-

tics, it is tedious and error-prone to manage large number?.o
i

strategy interactions manually. Therefore, the Service Con ion of patterns can positively contribute to the maintainability
urator pattern can be used in conjunction with the Strategy an
Abstract Factory patterns to update the strategies used by TAO
without modifying existing code, recompiling or statically re-
linking existing code, or terminating and restarting an existing

. . . SunSoft IOP
ORB and its application servants. 60.0 | B o ,

é;omplex software is shown in Figure 17. This figure illus-

4.1 \Where's the Proof? 50.0 | |

Implementing TAO using patterns yielded some expected and 'z 40.0 - ]

some unexpected improvements in software reusability and
maintainability. The results are summarized in Table 3. This
table compares the following metrics for TAO and SunSoft
[IOP: (1) the number of methods required to implement key
ORB tasks (such as connection management, request transfer, ,,, | l

30.0 - 1

% Methods in Range

20.0 + 1

socket and request demultiplexing, marshaling, and dispatch-
ing), (2) the total non-comment lines of code (LOC) for these 0o L8 610 10
methods, and3l) the average McCabe Cyclometric Complex- MVG Range

ity metric v(G) [32] of the methods. The(G) metric uses
graph theory to correlate code complexity with the number of
possible basic paths that can be taken through a code module.
In C++, a module is defined as a method.

As shown in the results, the use of patterns in TAO signifi- o
cantly reduced the amount aél hoccode and the complexityIrateS the distribution of(G) over the percentage of affected

of certain operations. In particular, the total lines of code in t eethOOIS In TAO. As shown by the Figure, most of TAO's code

client-sideConnection Managemenperations were reduced> structured in a straightforward manner, with almost 70%
o{ the methodsw(G) falling into the range of 1-5. In con-

by a factor of .5' Moreover, the complexity for this compongprast, while SunSoft IIOP has a substantial percentage (55%)
was substantially reduced by a factor of 16. These reductlo?st . S
in LOC and complexity stem from the following factors: of its methods in that range, the bulk of the remaining mgthods
' (29%) havev(G) greater than 10. The reason for the differ-
e These ORB tasks were the focus of our initial work whegnce is that SunSoft IOP uses a monolithic coding style with
developing TAO. long methods. For example, the average length of methods
e Many of the details of connection management aﬁ‘ﬂth v(G) over 10 is over 80 LOC. This yields overly-complex

socket demultiplexing were subsumed by patterns a‘ﬁ%de that is hardftohdebug a:pﬁ.understand. h
components in the ACE framework, in particular, the Ac- In TAO, most of the monolithic SunSoft lIOP methods were

decomposed into smaller methods when integrating the pat-

ceptor, Connector, and Reactor.

P terns. The bulk of TAO’s methods—86% to be exact—hg¥e)
Other areas did not yield as much improvement. In pamder 10, and of that nearly 70% lie between 1 and 5. Of

ticular, GIOP Invocationtasks actually increased in size anthe relatively few (14%) methods in TAO with(G) greater

Figure 17: Distribution ob(G) Over ORB Methods
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TAO SunSoft IIOP
ORB Task # Methods| Total LOC | Avg.v(G) | # Methods| Total LOC | Avg.v(G)
Connection Management (Server) 2 43 7 3 190 14
Connection Management (client) 3 11 1 1 64 16
GIOP Message Send (client/Server) 1 46 12 1 43 12
GIOP Message Read (client/Server) 1 67 19 1 56 18
GIOP Invocation (client) 2 205 26 2 188 27
GIOP Message Processing (client/Servel) 3 41 2 1 151 24
Object Adapter Message Dispatch (Servgr) 2 79 6 1 61 10

Table 3: Code Statistics: TAO vs. SunSoft IOP

than 10, most are largely unchanged from the original SunSefncreased portability and reuse: Constructing our ORB
IIOP TypeCode interpreter. Not only does the use of moretop an OO communication framework like ACE simplified
lithic methods increase the maintenance effort, it also degratteseffort required to port TAO to various real-time platforms.
the TypeCode interpreter’s performance due to reduced pvtest of the porting effort is absorbed by the ACE frame-
cessor cache hits [33]. Therefore, we plan to experiment withrk maintainers. In addition, since the ACE framework is
the application of other patterns, such@G@mmandandTem- rich with configurable high-performance, real-time network-
plate Method[8], to simplify and optimize these monolithicoriented components, we were able to achieve considerable
methods into smaller, more cohesive methods. There areode reuse by leveraging the framework. This is indicated by
few methods withv(G) greater than 10 which are not part ofhe consistent decrease in lines of code (LOC) in Table 3.

the TypeCode interpreter, and they will likely remain that way.

Sometimes solving complex problems involves writing comr 3 \What are the Liabilities?
plex code; at such times, localizing complexity is a reasonable

recourse. The use of patterns can incur some liabilities. We summarize
these liabilities below and discuss how we minimize them in
TAO.

4.2 What are the Benefits? e Abstraction penalty: Many patterns use indirection to in-

) . _crease component decoupling. For instance, the Reactor pat-
In general, the use of patterns in TAO provided the following,, yses virtual methods to separate the application-specific
benefits: Event Handler logic from the general-purpose event de-

multiplexing and dispatching logic. The extra indirection in-

e Increased extensibility: Patterns like Abstract Factorytroduced by using these pattern implementations can poten-
Strategy, and Service Configurator make it much easier totigly decrease performance. To alleviate these liabilities, we
configure TAO for a particular application domain by allowingarefully applied C++ programming language features (such
extensibility to be “designed into” an ORB. In contrast, michs inline functions and templates) and other optimizations
dleware that lacks these patterns is significantly harder to gigtisch as eliminating demarshaling overhead [33] and demul-
velop and extend. This article illustrated how design pattefijsiexing overhead [24]) to minimize performance overhead.
were applied to an existing ORB (SunSoft 1IOP) to make Als a result, TAO is substantially faster than the original hard-
more extensible. coded SunSoft [IOP [33].

] _ ] . e Additional external dependencies: Whereas SunSoft
e Enhanced maintenance: Design patterns are essential {jop oniy depends on system-level interfaces and libraries,
capture and articulate the design rationale for complex str4g5 ow depends on the ACE framework. Since ACE en-
tures in an ORB. Patterns help to demystify and motivate fig,qates a wide range of low-level OS mechanisms, the ef-
stru_cture of an ORB by dgscrlblng its architecture in terms ¢ required to port it to a new platform could potentially be
design forces that recur in many software systems. The g¥sner than porting SunSoft IIOP, which only uses a subset
pressive power of patterns e.nabled us to convey the desiggdfhe O0s's APIs. However, since ACE has been ported to
complex software systems like TAO. Thus, the patterns pfga .y piatforms already, the effort to port to new platforms is

sented in this article help to improve the maintainability 9f|atively low. Most sources of platform variation have been
ORB middleware by reducing software complexity, as showd})|aied to a few modules in ACE.

in Figure 17.
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5 Concluding Remarks [5]

This article presents a case study that shows how we appligi
patterns to enhance the extensibility and maintainability of

Object Management Groufthe Common Object Request Bro-
ker: Architecture and Specificatip@.0 ed., July 1995.

D. Box, Understanding COMAddison-Wesley, Reading, MA,
1997.

TAO, a dynamically configurable, real-time ORB. We found7] A. Wollrath, R. Riggs, and J. Waldo, “A Distributed Object

qualitative and quantitative evidence that the use of patterns
helped to clarify the structure of, and collaboration between,
components that perform key ORB tasks. These tasks inclutf®
event demultiplexing and event handler dispatching, connec-
tion establishment and initialization of application serviceﬁg]
concurrency control, and dynamic configuration. In additior,
patterns improved TAO'’s performance and predictability by
making it possible to transparently configure lightweight and
optimized strategies for processing client requests. [10]

A principal benefit of using patterns in TAO is that the sys-
tematic application of the patterns presented in this paper sig-
nificantly improved the decoupling and object-oriented struc-
ture of the TAO ORB. All the patterns utilized were applied i 1]
roughly the same order that they appear in Section 3.3. Each
stage built upon prior stages. This process revealed new in-
sights on which patterns could be applied and how they might
be applied in subsequent stages. [12]

Another—perhaps even more important—result is that
through the careful application of these patterns, we not onl
sculpted a better ORB, but also defined a better vocabulary‘ryg
discuss ORB middleware designs. This vocabulary is the first
“enabling” step to demystify the internals of an ORB. As wj
continue to learn about ORBs and the patterns of which they
are composed, we expect that this vocabulary will grow and
evolve.

The source code for ACE and TAO is freely available &5l
www.cs.wustl.edu/ ~schmidt/TAO.html
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